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Overview

£ With the phenomenal growth of the Internet and TCP/IP, virtually every
enterprise must now implement an IP addressing scheme. The network designer
must choose an addressing scheme that allows for growth. VVariable-Length

Subnet Masking (VLSM) is a technique that allows for the creation of efficient,
scalable addressing schemes.

 Over the past two decades, engineers have successfully modified IPv4 so that it
can survive the exponential growth of the Internet.

- VIaSM is one of the modifications that has helped to bridge the gap between IPv4
and IPvo.

— IP version 6 (IPv6), with virtually unlimited address space, is slowly being

implemented in select networks and may replace IPv4 as the dominant protocol of
the Internet.

» The routing protocol used in a network does much to determine the scalability
of the network.

— Routing Information Protocol (RIP) is still considered suitable for small networks,
but is not scalable to large networks because of inherent limitations.

— To overcome these limitations yet maintain the simplicity of RIP version 1 (RIP v1),
RIP version 2 (RIP v2) was developed.

Upen completion of this module, the student will be able to perform tasks related to the
following:

1.1 VLEM
1.2 RIP Version 2




Overview

« Students completing this module should be able to:

Define VLSM and briefly describe the reasons for its use

Divide a major network into subnets of different sizes using VLSM
Define route aggregation and summarization as they relate to VLSM
Configure a router using VLSM

Identify the key features of RIP v1 and RIP v2

Identify the important differences between RIP v1 and RIP v2
Configure RIP v2

Verify and troubleshoot RIP v2 operation

Configure default routes using the ip route and ip default-network
commands

Upen completion of this module, the student will be able to perform tasks related to the
following:

1.1 VLSM

1.2 RIP Version 2



IPv4 Address Classes

Class A Network Host

Octet 1 2 | 3 | 4
Class B Network Host

Octet 1 | 2 3 | 4
Class C Network Host
Octet 1 | 2 |3 4
Class D Host

Octet 1 | 2 | 3 | 4

Address First Octet Number of Number of

Class Range Possible Networks Hosts per Network
Class A 0to 127 128 (2 are reserved) 16,777,214

Class B 128 to 191 16,348 65,534

Class C 192 to 223 2,097,152 254

e No medium size host networks

 Inthe early days of the Internet, IP addresses were allocated to
organizations based on request rather than actual need. *



|P addressing crisis

Class D
and E
12.5%

Class A
50%

With Class A and B addresses virtually exhausted, Class C addresses
(12.5 percent of the total space) are left to assign to new networks.

« Address Depletion
e Internet Routing Table Explosion



IPv4 Addressing

Subnet Mask

e One solution to the IP address shortage was
thought to be the subnet mask.

e Formalized in 1985 (RFC 950), the subnet
mask breaks a single class A, B or C network
In to smaller pieces.



Class B

Using /24
subnet...

Subnet Example
Given the Class B address 190.52.0.0

Network

Network

Host

Host

Network

Network

Subnet

Host

Internet routers still “see” this net as 190.52.0.0

190.52.1.2
190.52.2.2
190.52.3.2

~

But internal routers think all
.~ these addresses are on different
networks, called subnetworks




Subnet Example

Network address 190.52.0.0 with /16 network mask
Using Subnets: subnet mask 255.255.255.0 or /24

Network | Network | Subnet Host
190 52 0 Host . Subnets
190 52 1 Host
190 52 2 Host -
190 52 3 Host | /> Subnets
190 52 Etc. Host 28 - 2
190 52 254 Host )
190 52 255 Host




Subnet Example

Subnet O (all 0’'s subnet) issue: The address of the subnet,
190.52.0.0/24 is the same address as the major network,
190.52.0.0/16.

Network | Network | Subnet Host
190 52 0 Host Subnets
190 52 1 Host |
190 52 Etc. Host > -
190 52 254 Host ) Subnets
28 - 2
<—» 190 52 255 Host
Last subnet (all 1's subnet) issue: The broadcast address for

the subnet, 190.52.255.255 is the same as the broadca%t
address as the major network, 190.52.255.255.



Long Term Solution: IPv6 (coming)

IPv6, or IPng (IP — the Next Generation) uses a 128-bit
address space, yielding

340,282,366,920,938,463,463,374,607,431,768,211,456
possible addresses.
IPv6 has been slow to arrive

IPv4 revitalized by new features, making IPv6 a luxury, and
not a desperately needed fix

IPv6 requires new software; IT staffs must be retrained
IPv6 will most likely coexist with IPv4 for years to come.

Some experts believe IPv4 will remain for more than 10
years. 10



Short Term Solutions: IPv4 Enhancements

CIDR (Classless Inter-Domain Routing) —
RFCs 1517, 1518, 1519, 1520

VLSM (Variable Length Subnet Mask) —
RFC 1009

Private Addressing - RFC 1918

NAT/PAT (Network Address Translation /
Port Address Translation) — RFC

11



What is VLSM and why Is It used?

As IP subnets have grown,
administrators have looked for ways to
use their address space more efficiently.

One technique is called Variable-Length

Subnet Masks (VLSM).

— With VLSM, a network administrator
can use a long mask on networks with
few hosts, and a short mask on subnets
with many hosts.

VLSM allows an organization to use
more than one subnet mask within the
same network address space.

— Implementing VLSM is often referred to

as "subnetting a subnet”, and can be
used to maximize addressing efficiency.

In order to use VLSM, a network
administrator must use a routing
protocol that supports it.

— OSPF, Integrated 1S-1S, EIGRP, RIP v2,
and static routing.

What is VLSM and why use it?

= The addressing crisis

+ Internet Engineering Task Forca identified bwo problems in 1982

= Exhaustion of unassigned IPv4 network address - Class B was on the verge of depletion
+ Rapid increase in the size of the intamet’s routing tables

VLSM is su

= Short term extensions to IPwd

pported by:

« OSPF
+ Subnetting 1985 - Integrated 15-I1S
= ariahle length subnetting 1987 + EIGRP
+ Classless Interdomaln Routing 1993 « RIP v2
+ Private IP addresses » Static routing

= MWetwork Address Translation {NAT)

What is VLSM and why use it?

= Ulimate solution: IPvE 125 bit address space
= Allows for: 340,283,366,820,938 463, 374,607,431, 768,211 456 possibilities

- What Is a Variable-Length Subnet Mask?

S 172.16.1.024

« Subnet 172.16.14.0/24 is divided into smaller subnets
| * Subnet with one mask (/27)
| = Then further subnet one of the unused /27 subnets into mutiple /30 subnets

12

1721600016

172.16.2.0/24




What i1s VLSM and why is it used? (cont.)

* Classful routing protocols (RIP
vl and IGRP) require that a Calculating VLSMs
single network use the same et s 7216320
subnet mask. orey B
VLEM Address: 172.16.32.0/26
— Therefore, network 192.168.187.0 InBinary1IJ1D11DDDI:I-D1OIJI}D.00100000.04

must use just one subnet mask SUCh st subnet [T 58] oo10[ 0w 172.16.320126
nd subnet; | 172 . 16| 0010 | 0000 16,32,
as 2552552550 2nd subnet X e nggg% 172.16.32.64/26

3rd subnet:| 172 0010 172.16.32.128/26
o VLSMissimply afeature that @& % 0 Gl ool sl oo imiessom
allows a single autonomous Network Subne VLW  Hos
system to have networks with
different subnet masks.

— If a routing protocol allows VLSM,
use a 30-bit subnet mask on network

connections, 255.255.255.252, a 24-  [Basasas: v i it fiivioo_{sobs
b|’[ maSk for user nEtworkS, 255.255.252.0 11111111 11111 111 11111100 D0DOODOD | 22 bits

255.255.255.0, or even a 22-bit
mask, 255.255.252.0, for networks
with up to 1000 users.

13



A waste of space

* Inthe past, it has been recommended that

the first and last subnet not be used. A Waste of Space
:
— Use of the first subnet, known as subnet e
zero, for host addressing was discouraged Sy 192 168187 32 =
because of the confusion that can occur Submet 2 192.168.157 64 27
when a network and a subnet have the same Subnet 8 Lo e
addresses. et EELE [
— The same was true with the use of the last Sutmet & 192168187192 | 127

subnet, known as the all-ones subnet. It has Subinet 7 Lo 127
always been true that these subnets could be :

used. 30 hosts

» As networking technologies have evolved,
it has become acceptable practice to use the
first and last subnets in a subnetted network
in conjunction with VLSM.

30 hosts
192 168.187.64/27

need 2

Brisbane
192.168.187.32/27

» On the issue of using subnet zero and the 30 hosts Melbourne
all-ones subnet, states, "This el 192.168.187.96/27
practice (of excluding all-zeros and all-ones onoe 30 hosts
subnets) Is obsolete.

— Modern software will be able to utilize all
definable networks."

 However, on certain networks, particularly
the ones using legacy software, the use of
subnet zero and the all-ones subnet can lead
to problems. 14




A waste of space - example

U In this network, the network management

team has decided to borrow three bits from A Waste of Space
the host portion of the Class C address that
has been selected for this addressing S S
scheme. Subnet 2 192.168,187.64 127
If management decides to use subnet zero, ==
it has eight useable subnets. Subnet 5 192.168.187.160 127

Subnet & 192.168.187.192 127
Each may support 30 hosts. If the Subnet 7 192168187224 | 127
management decides to use the no ip
subnet-zero command, it has seven usable 30 hosts
subnets with 30 hosts in each subnet. From = 192168187 64027
Cisco 10S version 12.0, remember that }_ﬁ
Cisco routers use subnet zero by default. .
The team realizes that it has to address the Brisbane

192.168.187.32/27
30 hosts

three point-to-point WAN links between
- Sydney 192.168.187.96/27

Sydney, Brisbane, Perth, and Melbourne.
192.168.187.0/27

— If the team uses the three remaining subnets e 30 hosts
for the WAN links, it will have used all of e
the available addresses and have no room
for growth.

— The team will also have wasted the 28 host
addresses from each subnet to simply
address three point-to-point networks.

Melbourne

15



All Zeros and All Ones Subnets

Using the All Ones and All Zeroes Subnet

» There is no command to enable or disable the use of the all-ones subnet, it is enabled by
default.

Router(config)#i1p subnet-zero

» The use of the all-ones subnet has always been explicitly allowed and the use of subnet zero
is explicitly allowed since Cisco 10S version 12.0.

RFC 1878 states, "This practice (of excluding all-zeros and all-ones subnets) is obsolete!
Modern software will be able to utilize all definable networks." Today, the use of subnet
zero and the all-ones subnet is generally accepted and most vendors support their use,
though, on certain networks, particularly the ones using legacy software, the use of subnet
zero and the all-ones subnet can lead to problems.

CCO: Subnet Zero and the All-Ones Subnet
http://www.cisco.com/en/US/tech/tk648/tk361/technologies tech note09186a0080093f18.s
htmi

16



When to use VLSM?

It is important to design an Using VLSM on the Point-to-Point Links
addressing scheme that allows for = e
growth and does not involve wasting 102 158 10 oS

addresses.

This section examines how VLSM
can be used to prevent waste of

Brisbane

addresses on point-to-point links. oo
This time the networking team Syney Moboume
decided to avoid their wasteful use of Ohoss | s
the /27 mask on the point-to-point T
links. The team decided to apply e e
VLSM to the addressing problem. R e |

: i

:-thnet Iii ::i:ﬁﬂ- 151;2? i:’)

Subnet Numbar

@t subnet O

Subnet Address
192.168,187,192
192.168.187.196
sub-subnet 2 192.162.187.200 130
sub-subnet 3 192 168.187.204 130
sub-subnet 4 192.168.187.208 | /30
sub-subinet 5 192.168.187.212 | /30
102.168.187.216 |
192.168.1

N\

sub-subnet 1

sub-subnet &




When to use VLSM? (cont.)

Subnet Number Subnet Address

« To apply VLSM to the addressing subnet 0 192.168,187.0 127
problem, the team will break the Class subnst 19216818752 | 127
C address into subnets of variable sizes. e ¢ Wl g AR
. subnat 3 192.168.187.96 | 127
— Large subnets are created for addressing subnet 4 192.168.187.128 | 127
LANS. subnet § 192.168,187.16] 127
—  Very small subnets are created for T T R
WAN links and other special cases. A
30-bit mask is used to create subnets T 192.168.187.192 | 130
with only two valid host addresses. sub-subnet 1 192.168.187.196 | 130
* In this case this is the best solution for e DL
the pOlﬂt-tO-pOlnt connections. sub-subnet 4 192.168.187.208 | /30
e In the example, the team has taken one S R T T T
of the last three subnets, subnet 6, and [moswnatr  [iwaresssraz  [ieo
subnetted it again. This time the team o
uses a 30'b|t maSk Sub-subnets 1og }{: 192_?2513?_54}2?

.201

Perth
| 192.168.187.196/30

 Figures illustrate that after using o 1es 1l o7
VLSM, the team has eight ranges of .~
addresses to be used for the point-to-
point links.

192.168.187 20030

Brisbane

192.168.187.192/30 ‘

Sydney Melbourne
192.168.187.0/27 192.168.187.96/27
30 hosts 30 hosts

Notice the /27 bit masks for the LAMs, and the /30 for the serial links



Calculating subnets with VLSM

d The example contains a Class B address of

Kuala Lumpur

* If the routers are using a classful routing
protocol the WAN link would need to be a
subnet of the same Class B network.

» Classful routing protocols such as RIP v1, IGRP,

Calculating Subnets with VLSM

172.16.0.0 and two LANSs that require at least 25”“"$“}‘Mﬁ‘lmm
250 hosts each.

Bangkok

Each LAM must support aver 250 hosts. The Class B network
172.16.0.0/16 can be subnetted with a 24-bit mask (255.255.255.0)
to create large enough subnets for each LAN.

Subnetted Class B as 255 2552550

#
and EGP are not capable of supporting VLSM. 5 00 s meres s ieise
» Without VLSM, the WAN link would have to 3 mrs miesmidin e
have the same subnet mask as the LAN S M i S AR R B
segments. A 24-bit mask (255.255.255.0) would |7 ziers wrmiersoaieras | iriere
support 250 hosts. ERESHae e
* If VLSM were used in this example, a 24-bit 12 | 17216120 | 1rs 10121 irerereses | 172 ie12 250
mask would still work on the LAN segments for [« | isrio 52iore: rerosses | 172101025

the 250 hosts. A 30-bit mask could be used for
the WAN link because only two host addresses
are needed.

VLSM 172.16.2.0/30

172.16.2.0/24

16.4.0/24

172.16.4.0/24 172.16.3.0/24

Kuala Lumpur

2.2 2.3

Kuala Lumpur Bangkok

The /30 means that fewer addresses are |ost. B e

Subnetted Class B Addresses

Bangkok

Each Link can support aver 250 hosts, but the WAN link only needs
twio, one for each router interface. Therefore, 252 addresses would

172.16.3.0/24



Calculating subnets with VLSM (cont.)

Use this procedure to further subnet: Subretied Addess: 17216320
. . . Calculating VLSMs
Step 1 Write 172.16.32.0 in binary form. In Binary 10101100.00010000 S8

Step 2 Draw a vertical line between the 20th VLSM Address: 172.16.32.0126
and 21st bits. In Binary 10101100.00010000.0010

0000. 00

Step 3 Draw a vertical line between the 26th  4stsune:[172 « 6] 0010] 000000 172.16.32.0/26
I 2nd subnet; | 172 = 16| .0010| 0000.01 172.16.32.64/26
and 27th bits. 3rd:ul:|n:t: 172 o 16| .0010| 0000.10 172.16.32.128/26
Step 4 Calculate the 64 subnet addresses athsubnet:| 172 o 16| 0010 0000.1f 172.16.32.192/26
using the bits between the two vertical Sth subnet: (112 — 1o - ﬁmt“ 3‘&”0 — 17216330128
lines, from lowest to highest in value. Subnet

In Figure the subnet addresses used are
subdividing the 172.16.32.0/20 subnet N —
INto multlple /26 subnets. 1729632020 Subnet o 00000 e T2 T SO

In this example, 172.16.33.0/26 is further
subnetted with a prefix of /30. This
provides four more subnet bits and
therefore 16 (24) subnets for the WANS.

— The subnet address 172.16.32.0/20 there | 172.16.33.800 172.16.32.128/26
are over 4000 (212 — 2 = 4094) addresses.

— By subnetting 172.16.32.0/20 to
172.16.32.0/26, there is a gain of 64 (2°) |
subnets, each of which could support 62 e o nog sy 7218331230
(2% — 2) hosts. 30-Bit Mask (2 Hosts) 26-Bit Mask (62 Hosts)

—

A Working VLSM Example

17216334130 [ 172.16.32.64/26

Rl 172 16,32 192126



Calculating subnets with VLSM (cont.)

Sub-subnetting 172.16.33.0/26

eIt is iImportant to remember that only unused subnets can be
further subnetted. If any address from a subnet is used, that
subnet cannot be further subnetted. In the example, four
subnet numbers are used on the LANSs. Another unused
subnet, 172.16.33.0/26, is further subnetted for use on the
WAN:Ss.

next page for answer



Calculating subnets with VLSM (cont.)

Sub-subnetting

192.168.10.64/27 | o8
hosts

192.168.10.0

192.168.10.128/30 192.168.10.132/30 192.168.10.136/30

192.168.10.0426 192.168.10.96/28 192.168.10.112/28

B0 hosts 12 hosis 12 hosis

22



Route ag gregatlon with VLSM

When using VLSM, try to keep the subnetwork
numbers grouped together In the network to
allow for aggregation.

= Metworks close to one another save routing table space,

+ Ewvary natwork neads a separate entry in the routing tabla.
= Each subnet needs a separate entry in the routing table

+ Aggragation can reduce the size of the routing table.

— This means keeping networks like 172.16.14.0 and
172.16.15.0 near one another so that the routers

need only carry a route for 172.16.14.0/23.

The use of Classless InterDomain Routing
(CIDR) and VLSM not only prevents address
waste, but also promotes route aggregation, or

summarization.

VLSM vs. CIDR
VLSM is similar to CIDR

. Both recursively divide networks into small

sub networks
Difference

200.199.50.0/24
200.199.51.0/24

200.199.48.0/24 _
200.190.49.0124 | @5y

?

200.199.48.0/20

Route Summarization
?

200.199.52.0/24

200.199.54.0/24
200.199.54.0/24

200.199.53.024| [

200.199.48.0 /22
>

( Upsteam =

—

200. 19’9 52.0/22

Provider

200.,199.56.0/24
200.199.57.0/24
200,199.63.0/24

'M—. s

200.199.56.0 /21

Route summarization reduces routing table size by aggregating

VLSM: The recursion is performed on the address
space previously assigned to an organization and
IS invisible to the global Internet.

CIDR: CIDR permits the recursive allocation of
an address blocked by an Internet Registry to a
high-level ISP, to a mid level to a lower level ISP
and finally to a private organization’s network.

routes to multiple networks into one supemet,

See next page for
explanation?
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CIDR (Classless Inter-Domain Routing)

By 1992, members of the IETF were having serious concerns about the
exponential growth of the Internet and the scalability of Internet routing tables.

The IETF was also concerned with the eventual exhaustion of 32-bit IPv4
address space.

Projections were that this problem would reach its critical state by 1994 or
1995.

IETF’s response was the concept of Supernetting or CIDR, “cider”.

To CIDR-compliant routers, address class is meaningless.

— The network portion of the address is determined by the network subnet mask or
prefix-length (/8, /19, etc.)

— The first octet (first two bits) of the network address (or network-prefix) is NOT
used to determine the network and host portion of the network address.

CIDR helped reduced the Internet routing table explosion with supernetting and
reallocation of IPv4 address space.

24



Route aggregation with VLSM (cont.)

VLSM allows for the
summarization of routes and
Increases flexibly by basing the

. . - Addresses  First Octet Second Octet Third Octet Fourth Octet
Summarlzatlor]- entlrely On the _152.15-3.53.0 _11D|I|L'.'D:I _1I.'.l1':l1-:|':ll.'.' _EI11EI.I]I}‘ID D000
hlgher_order blts Shared on the Ieft’ (192166.99.0 11000000 | 10101000 | 01100011 00000000

182.168.100.0 | 11000000 10101000 01100100 DOQ00000

even |f the ne'[WOka are not :192.15.3.1-:]1.0 :11uu-:|nu-:| :mmmuu :mm-mm DOODDODD
- 192, 168.102.0 | 11000000 10101000 01100110 DOQO0A00
Conthuous [192.168.106.0 | 11000000 | 10101000 | 01101001 D0OD0O0D

The 15t figure shows that the
: Summary route is 192.168.96.0/20

addresses, or routes, share each bit S0 " 00 | vois  anoee Tomom

up to and including the 20th bit.

—  The 21st bit is not the same for all
the routes. Therefore the prefix for
the summary route will be 20 bits

Addresses  First Octet Second Octet Third Octet  Fourth Octet

Iong. (1724600  [10101100 | 00010000 | 000000GO | OOBO00O
The 2nd figure shows that the s a0 L
addresses’ or rOUteS, share each bit (1721640 (10101100 | 00010000 | 00000100 | 000GODOQ

172.16.4.128 | 10101100 | noo1o000 00003 100 10000000

up to and including the 21st bit. .

— The 22nd bit 1s not the same for all  [7zw60021 [0 [oo0i0000 [oo00000 | 0000000
the routes. Therefore the prefix for
the summary route will be 21 bits
long.

25



1.

2.

Route aggregation with VLSM

Figure illustrates how route
summarization reduces the burden on

upstream routers.

These subnetworks are summarized at
various points, until the entire network is
advertised as a single aggregate route,

200.199.48.0/20.

Route summarization, or supernetting, is
only possible if the routers run a
classless routing protocol,

such as OSPF or EIGRP.

Classless routing protocols carry a prefix
that consists of 32-bit IP address and bit
mask in the routing updates.

Remember the following rules:
A router must know in detail the subnet

numbers attached to it.

A router does not need to tell other
routers about each individual subnet if
the router can send one aggregate route.

A router using aggregate routes would
have fewer entries in its routing table.

200.199.48.0/24 _ 7/ 2 2

200.199.49.0/24 | @ 200.199.48.0/20

200.199.50.0/24 o
\Rnute Summarization
?/20

200.199.51.0/24
200 198.48.0 /22

200.,199.52.0/24 v
200.199.53.0124| | g
200.199.54.0/24 _
200.199.54.0/24 e
200.199.52.0 122

200.199.56.0/24| 9
"
C

200.199.57.024| &
200.189.63.0/24 200.199.56.0 /21

(Upstearn L
Prn\rldar y

Route summarization reduces routing table size by aggregaling
routes to multiple networks into one supemet,

In Figure, the summary route that
eventually reaches the provider
contains a 20-bit prefix common to
all of the addresses in the
organization, 200.199.48.0/20 or
11001000.11000111.0011.

26



Route aggregation with VLSM

NAP (Network Access Point)

i

—_—— Network Network
Service Service

Provider Provider

Regional
Service
Provider

Service
Provider

Subscribers Subscribers  Subscribers  Subscribers Subscribers Subscribers  Subscribers Subscribers
<y |



VLSM and the Routing Table

Routing Table without VLSM

RouterX#show i1p route

207.21.24.0/27 1s subnetted, 4 subnets
207.21.24.192 1s directly connected, SerialO
207.21.24.196 1s directly connected, Seriall
207.21.24.200 1s directly connected, Serial2
207.21.24.204 i1s directly connected, FastEthernetO

OO0O0

Routing Table with VLSM

RouterX#show 1p route

207.21.24.0/24 1s variably subnetted, 4 subnets, 2 masks
207.21.24.192 /30 i1s directly connected, SerialO
207.21.24.196 /30 is directly connected, Seriall
207.21.24.200 /30 i1s directly connected, Serial?2
207.21.24.96 /27 is directly connected, FastEthernetO

OO 00

28



Conf|96ur|ng VLSI\/I_

* In this example address: 192.168.10.0 18100

— The Perth router has to support 60 hosts. 192.168.10.128/30
« 20=64 -2 =062, so the division was
192.168.10.0/26.

— The Sydney and Singapore routers have
to support 12 hosts each.

192.163.10.64:‘2?| 28
hosts

192.168.10.128/30 A88.10. 192.168.10.136/30

e 24=16 -2 =14, so the division is s g
192.168.10.96/28 for Sydney and ' P
192.168.10.112/28 for Singapore.
— The KL router requires 28 hosts. 192.168.10.0126 192.168.10.96/28 192.168.10.112/28
o 25=232-2=230, so the division here is
192168 1064/27 60 hosls 12 hosts 12 hosts
« The following are point-to-point: A

192.168.10.64:‘2T| 2
hosts

—  Perth to KL 192.168.10.128/30 192.168.10.128/30
— Sydney to KL 192.168.10.132/30

— Singapore to KL 192.168.10.136/30

» The example for Singapore to KL Is
configured as follows:

— Singapore(config)#interface serial O i Syiney

Singapore(config-if)#ip address
192 168 10 137 255 255 255 252 192.168.10.0/26 192.168.10.96/28
— KualaLumpur(config)#interface serial 1

KualaLumpur(config-if)#ip address
192.168.10.138 255.255.255.252

192.168.10.136/30
S0

192.168.10.112/28

60 hosts 12 hosts 12 hosts



RIP history

The Internet is a collection of History of RIP
autonomous systems (AS). Each Ll _ o
AS is generally administered by

a single entity. Each AS will
have its own routing technology.

RIP was designed to work as an
IGP Iin a moderate-sized AS.

— RIP vl iIs a distance vector

protocol that broadcasts its entire vl il opdatl
rOUtIng table tO eaCh nelghbor + Routes update every 30 seconds

router at predetermined intervals.
— The default interval is 30 seconds.

~ RIE Uses hap count as a metric,
with 15 as the maximum number

Sydney(config) frouter rip
Of hOpS. Sydney iconfig-router) fnetwork network-number
Sydney (config-router) ¥network network-number
Sydney (canfig=router) fnetwork network=number
Sydney (config-router) ¥network network-num

FEFBEE
oo
o !

30



RIP history (cont.)

e RIP vl is considered an History of RIP

—_—

Interior gateway protocol |

that 1s classful.

 If the router receives information about
a network, and the receiving interface
belongs to the same network but is on
a different subnet, the router applies
the one subnet mask that is configured

on the receiving interface: BT
— For Class A addresses, the default il

classful mask is 255.0.0.0.

— For Class B addresses, the default
classful mask is 255.255.0.0.

— For Class C addresses, the default
classful mask is 255.255.255.0. e

Sydney {config-router) fnetwork network-numbe
dney (config-roukter) fnetwoark network-number

1||.-1'_-,rl;-::-::1|I._:_|—:-::|.Jl.-.".:|t"ntt'l'urk netwark=nunbar
Sydney (config-router) ¥network network-numbe

1o W

m 4 rr rr
FEFBEE
H H H H
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RIP history (cont.)

RIP v1 is a popular routing protocol History of RIP
because virtually all IP routers support - —

it —> 192 kbps

RIP v1 is capable of load balancing
over as many as six equal-cost paths,
with four paths as the default.

RIP v1 has the following limitations:

— It does not send subnet mask
information in its updates.

— It sends updates as broadcasts on + Maimum i 6 paths (dofaut = 4)
255.255.255.255. i el
— It does not support authentication.
— Itis not able to support VLSM or
classless interdomain routing (CIDR).

| Sydney (zonfig) frouter rip

| Sydney iconfig-router) fnetwork network-number
i Sydney (config-router) ¥network network-number
| Sydney (config=router] fnetwork network-number
E Sydney {config-router) ¥network network-number
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Behavior of RIP v1 Explanation

Directly connected subnets are already These routes are advertised to
krcawn to the router ngighboring routers
Routing updates are broadcast All neighboring routers learm via
single broadcast
Routers listen for updates Helps routers to learn new routes
A meftric describes each route in the update Describas how good route works. If
there are many routes, the lowest metric
route is used
Topalogy information in routing At a minimum, this includes metric
Rl TR
Periodic updates are expacted from Failure to receive updates in timely
neighbaring routers manner results in removal of routes
...................................................................................................................... previously learned from fne neighbor
Routes leamed from neighboring routers are
presumed o be from that routar
A failed route is advertised for a time with a RIF v1 uses 16 for infinite distance as
metric that implies an "infinite” distance RIF v1 maximum valid hop count is 15
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RIP v2 features

RIP v2 is an improved version of RIP v1 and
shares the following features:

— ltis a distance vector protocol that uses a hop

count metric. Features of RIP v2
— It uses holddown timers to prevent routing Feature Description
|OOpS - dEfaU It IS 180 SECOHdS Transmits subnet mask with route Enables VLSM by passing the mask along with
. . - aach roule so that the subnet is exactly definad.
— It uses split horizon to pr_event.rOl_Jtl_ng loops. | e
- It uses 16 hOpS asa metnC fOI’ Iﬂfl n |te lieaers next-hop route IP address | A router can advertise a route and direct any listeners
d iStan ce in its routing updats to a different router on the same subngt (if the other
' rauter has a better route).
RIP v2 provides prefix routing, which allows |vsseterarodeies L e
it to send out subnet mask information with ch i
the I‘Oute U pdate . IPmuides multicast rauting updates [ Instead of sending updatas to 255.255.256.265, the '
destination [P address is 224.0.0.9. This reduces the
— Therefore, RIP v2 supports the use of amount of processing equire on non-RIP speaking
classless routing in which different subnets Lokl L

within the same network can use different
subnet masks, as in VLSM.

RIP v2 provides for authentication in its
updates.
— A set of keys can be used on an interface as
an authentication check. The choice can be
either clear text or Message-Digest 5 (MD5)
encryption.
RIP v2 multicasts routing updates using the
Class D address 224.0.0.9, which provides
for better efficiency. 34



Confiquring authentication (EXTRA)

The steps for setting up RIP v2 authentication are as follows:

1. Define a key chain with a name.

2. Define the key or keys on the keychain.

3. Enable authentication on an interface and specify the key chain to be used.
4. Specify whether the interface will use clear text or MD5 authentication.

5. Optionally configure key management.

Router(config)#key chain Romeo
Router(config-keychain)#key 1
Router(config-keychain-key)#key-string Juliet

The password must be the same on both routers (Jul 1et), but the name of the key (Romeo)
can be different.

Router(config)#interface fastethernet 0/0
Router(config-i1f)#ip rip authentication key-chain Romeo
Router(config-if)#ip rip authentication mode md5

o Ifthecommand ip rip authentication mode md>5 is not added, the interface will use
the default clear text authentication. Although clear text authentication may be necessary to
communicate with some RIP v2 implementations, for security concerns use the more secure MD5
authentication whenever possible. 35




Comparlng RIP v1 and v2

RIP v1 versus RIP v2

RIP w1 RIP v2

Easy to configurs Easy to configure

Only supports classful routing protocol Ssupparts use of classhess routing

Mo subnet information with the routing update Sends subnet mask information with
the routing updatas

i Ew pﬂfﬁ m-.lllng P El.l ppmts praﬂr rui.ltlrlg—-;!ll'lamnt .........

devices in the same network must use the subnets within the same nebwork can

same subnet mask. have different subnet masks (VLSM)

Mo authentication in updates Provides for authentication in its updates

Broadcasts over 255.255.255.255 Multicasts routing updates over the
Class D address 224.0.0.9 - makes it
more efficient
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Configuring RIP v2

« To enable a dynamic routing protocol, Network 172:16.0.0
the following tasks must be completed: RIP < >

) IP Routing Configuration Tasks
— Select a routing protocol, such as
RIP v2.

— Assign the IP network numbers
without specifying the subnet
values. RIP €

— Assign the network or subnet Network 10.0.00
addresses and the appropriate
subnet mask to the interfaces.

* RIP V2 isadynamic routing protocol

+ Rauter configuration IGRP B
+ Select routing protocols RIP
+ Specify networks or interfaces

Network 160.89.0.0

Dynamic Routing Configuration

that is configured by naming the Router (config) frouter protacol [keyword)
routing protocol RIP Version 2, and et IV
then ass'gnlng IP network numbers Router {config-router) fnetwork network-number

Wlthout Specrfylng Subnet Values « Mandatary configuration command for each |P routing process

= |dentifies the physically connected network that routing updates
are forwarded to
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The network command is required because

Configuring RIP v2 (cont.)

The router command starts the routing
process. The network command causes
the implementation of the following three
functions:

The routing updates are multicast out
an interface.

The routing updates are processed if
they enter that same interface.

The subnet that is directly connected to

that interface is advertised.

it allows the routing process to determine
which interfaces will participate in the
sending and receiving of routing updates.

The network command starts up the routing
protocol on all interfaces that the router has

In the specified network. The network

command also allows the router to advertise

that network.

IP Routing Configuration Tasks

Wetwork 172.16.0.0
RIP - »>

+ Rauter configuration IGRP &
+ Select routing protocols RIP

+ Specify netwarks or interfaces Metwork 160.89.0.0

RIP &

Network 10.0.0.0

Dynamic Routing Configuration

Router (config) frouter protocol [keyword]

» Defines an IP routing protcol

Router {config-router) inetwork network-number

* Mandatory configuration cammand for each P routing process
= |dentifies the physically connected network that routing updates

are forwarded to
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Configuring RIP v2 (cont.)

e The router rip version 2 command RIP v2 Configuration Example
specifies RIP v2 as the routing protocol, IO Ip—"
while the network command identifiesa = ™*" : 19216810
participating attached network. 61 T w-w-a*wmw

* In this example, the configuration of = e
Router A includes the following: e R A

®_ routerr rsion 2 — Selects RIP v2 as network 10.0.0.0 nateork 192.164.1.0
the routing~protocol. zouter ip
network 172.16.0.0 — Specifies a directly version 2
connected network. netwerk 10.0.0.0

network 10.0.0.0 — Specifies a directly
connected network.
* Routers B and C have similar RIP
configurations but with different network
numbers Specified. 150.100.2.0/24

ey
o

150.100.4,012¢ el Bl 150.100.3.0/24

Kuala | umnnr Rannknk

Mials Lurpur jconfly) frooter rip Bangkok (aonile) frouter rip
Kuala Lumpur (config-router) fversion 2 Banghok (oonfig-router) hwersion 2
Hisala Lumpur (config-routar) énetweck 150,100.0.0 (| Bangkok (config-router) etk 150,100.0.0
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Discontiguous subnets and classless routing

207.21.24.32/27

router rip
version 2
no auto-summary

207.21.24.0/27

Site A

Two subnets from the same major network 207.21.24.0, are
separated by a different major network 10.0.0.0, creating
discontiguous subnets.

# RIP v1 always uses automatic summarization.

# The default behavior of RIP v2 Is to summarize at
network boundaries the same as RIP v1.
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Verifying RIP v2

The show Ip protocols and show ip
route commands display mformatlo_n
about routing protocols and the routing 72110

Verifying the RIP Configuration
o S0M0  S0/0 £ S0 SO0 '

192.168.1.0
table. 17246.01[10.0.4.0 101127 10222 10223 192.168.1.1
The show ip protocols command s
dlsplays Values about routlng prOtOCOIS Eending updates ever 30 seconds, next dee in 12 seconds
- = = = Invalid after 180 seconds, hold down 180, flushed after 240
and routing protocol timer INFOrmMatioN | ougotng usesta itar 1iacs cor a1 incastaces 15
associated with the router. e, oo dets for wil fntesfaces i
— In the example, the router is cONfigured | ™t . s foce teiggurad 52 fasehain
with RIP and sends updated routing Bhemec 1 11
table information every 30 seconds. Rosting for Networks;
This interval is configurable. i
— If arouter running RIP dOES NOt reCEIVE [y sistame  tast opinte
an update from another router for 180 EnEE 0idizils
seconds or more, the first router marks fstance: aetaute 1z 120)

the routes served by the non-updating
router as being invalid.

— If there is still no update after 240
seconds the router removes the routing
table entries.

— The distance default of 120 refers to the
administrative distance for a RIP route.
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Verifying RIP v2 (cont.)

The show ip interface brief
command can also be used to list a
summary of the information and
status of an interface.

The show ip route command

displays the contents of the IP routing 7210

table.

— The routing table contains entries for
all known networks and
subnetworks, and contains a code
that indicates how that information
was learned.

If entries are missing, routing
information is not being exchanged.

— Use the show running-config or
show ip protocols privileged EXEC
commands on the router to check for
a possible misconfigured routing
protocol.

Displaying the IP Routing Table
=% S0/0  S0/0 e S0/ SO0M s

192.168.1.0

1721611 10111 10112 10222 10223 19216811

RouterAfghow ip reuta

Codeg:C - connected, § - statie, I - IGRP, R - RIP, M - moblle, B -BGP
b = EIGRP, EX = EIGRPF axtarnal, O = OESPF, IR = OSPF inter ar=a
Ml - DEFF HESA external type 1, W2 - OSPF NESA external type 2
Nl - DSPF axtarnal typa 1, E2 - DSFF axtarnal typs 2, * -

candidate

default
U - Per-user static route, 0 = CCR
T - Traffic enginesrsd route

GCateway of last resort is not set
172.16.0.0/24 is subnetted, 1 subnets
[+ 172,16.1.0 is directly connectad, Etharnati
10.0.0.0/24 ie subnetted, I subnete
I g0.2.2.0 {120/1) via 10.1.1.2, 00:00:D7, Serial 0/0
[H 10.1.1.0 is directly connected, Sarial 0/0
R 182, 168,1,0/24 (120/2) via 10,1.1.2, 00:00:07, Serial 0/0
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Troubleshooting RIP v2

° U_SG the debug |p np Command to The debug ip rip Command Description
display RIP routing updates as they are mgum -
sent and received. The no debug all or s .
undebug all commands will turn off all e T
debugging_ The debug ip rip Command

. El &£ 52 52 &va 51 531 &9 E0

— The example shows that the router being ™o —E§ =~ &§) 216819
debugged has received updates from one TRIBATPIONIT 0112 0222 10225 1921681
router at source address 10.1.1.2.

RouterAfdebug ip eip

— The router at source address 10.1.1.2 RP provocel debugging is en
sent information about two destinations 00:06:24:2z0;cacelved ¥ updhte from 10.1.1.2 on Sarial2
in the routing table update. 00.06:26  132.168.1.0 matric 3 _

— The router being debugged also sent ey (i a8 s Eemedt
updates, in both cases to broadcast 00106, 4. K12 sumting 71 updata co 256.955.255.255 via Serial?
address 255.255.255.255 as the ey, | DA
destination. — —

— The number in parentheses is the source  fh&ge=ud e =ip Qutputs and Meanings
address encapsulated into the IP header. oo s s s e

Ethernati) Transition of interface at startup

[ RIP: bad version 128 from 160.89 80,43 :jf;:::::lj;::::: Il:::i:esmil‘her
RIP: recaivad v2 update from 150.100.2.3 on Shows Verslon 2 RIP Is receiving
Serall
RIP: sanding v1 update o 255.255.255 via Shows Version 1 RIP is operating
Seriall (150.100.2.2)
RIP: ignorad w1 packet from 150.100.2.2 Shows that the router is not going to
{illegal versian) deal with a RIP v1 packet
RIP; sending v2Z update to 224.0.0.9 via Shows RIP version 2 is sending
FastEthernetD {150.100.3.1)
RIP: build update entries 150.100.2.0/24 via Shows use of default route and tag

0.0.0.0 metric 1, tag



Default routes

By default, routers learn paths to destinations
three different ways:

— Static routes — The system administrator
manually defines the static routes as the next
hop to a destination. Static routes are useful
for security and traffic reduction, as no other
route is known.

— Default routes — The system administrator
also manually defines default routes as the
path to take when there is no known route to
the destination. Default routes keep routing
tables shorter. When an entry for a destination
network does not exist in a routing table, the
packet is sent to the default network.

— Dynamic routes — Dynamic routing means
that the router learns of paths to destinations
by receiving periodic updates from other
routers.

In Figure, the default route is indicated by the
following command:

— Router(config)#ip route 172.16.1.0
255.255.255.0 172.16.2.1

Hong Kong 2

Hong Kong 3

The ip route Command

Command Description

Bouter (config) fip route | IP network number ar subnet
172.16.1.0 255.255.255.0 | number defined as the default
172.16.2.1 |

Subnet mask indicates that 8 hits of
| subnetting are in effect

ip address of next-hop router in the
| path to the: destination

255,.255.255.0

172.16.2.1

The ip default-network Command

Command

| IP network number or subnet
| number defined as the default

Rouber (canllg) Eip default-

network 192.168.20.0

Configuring Default Route

Hong Kong 1 connects Hong Kong 1

to the Internet
S0/ 192.168.17.2

5011 192.168.19.2

S0/0192.168.20.1

b

50M1 192.168.17.1 ‘f“"‘- S0/0 192.168.19.1

. Hong Kong 4
S0/2 192.168.18.1

S0/0 192.168.18.2 '
Internet
\h-'\-"?

Configure Hong Kong 2, Hong Kong 3, and Hong Kang 4 using ip
default-network 192.168.20.0




Default routes (cont.)

e The ip default-network command establishes Ihéip zoute Command

a default route in networks using dynamic Command Description
1 . Bouter (conliq) # route IF network number ar subnet
rou“ng prOtOCOIS 1?2.15.[1.0 25;_:1;5_255_u number defined as the default
H M 17Z.16.2.1
« One example is a router that connects to the | **¢** i il

Internet. This is called the default route for the
router. All the packets that are not defined in

The ip default-network Command

the routing table will go to the nominated B e AR e S

interface Of the defaUIt router. nel:.warl: 1*32 163.20.0 number defined as the default
* In Figure, Hong Kong 2 and Hong Kong 3

would use Hong Kong 4 as the default Configuring Default Route

gateway. Hong Kong 4 would use interface Hong Kong 2 Hong Kong 1 connects  Hong Kong 1

to the Internet
S0/0 192.168.17.2

192.168.19.2 as its default gateway. Hong
Kong 1 would route packets to the Internet for
all internal hosts. To allow Hong Kong 1 to
route these packets it is necessary to configure
a default route as:

— HongKongl(config)#ip route 0.0.0.0 0.0.0.0
192.168.2

« The zeros represent any destination network
with any mask. Default routes are referred to
as quad zero routes. Hong Kong 3

501 192.168.19.2 B

S0/0192.168.20.1

Configure Hong Kong 2, Hong Kong 3, and Hong Kong 4 using ip
default-network 192.168.20.0



Adding a default Routes to

ISP

router rip

redistribute static

network 10.0.0.0

network 192.168.4.0

version 2

no auto-summary
default-information originate

iIp route 207.0.0.0 255.0.0.0 nullO

ip route 0.0.0.0 0.0.0.0 10.0.0.2
etherenetO

207.0.0.0/16
207.1.0.0/16
207.2.0.0/16
207.3.0.0/16
etc.

static route to
207.0.0.0/8
P 4

10.0.0.0/8

192.168.4.24/30
192.168.4.20/30

172.30.200.32/28

Lo2
M72.30.2oo.16/28
—_—~~

172.30.2.0/24 172.30.110.0/24

172.30.1.0/24 172.30.100.0/24



|_abs

e Lab:
- Calculating VLSM Subnets
— Review of Basic Router Configuration
with RIP
— Converting RIP v1 to RIP v2
— Verifying RIP v2 Configuration
— Troubleshooting RIP v2 using Debug
e e-Lab:
— Review of Basic Router Configuration
Including RIP

Converting RIP vl to RIP v2
RIP v2 using Debug
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